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VULNIT Products Data Sheet 
Enabling simple & effective IT security self-checking  

Key Advantages 
 

Scalability 
VULNIT provides 3 products 

matching your requirements 

and your usage: the virtual 
appliance and the USB key for 

internal security and the SaaS 
solution for out-facing securi-

ty. Besides, the exclusive USB 
key enables portable and 

quick-win IT security testing. 

 
Functional coverage 

The software addresses a 
wide range of IT security vul-

nerabilities. 

Two dedicated testing con-
soles provide a deeper point 

of view on your wifi and file 
sharing security. 

 
Accessibility 

• The software is technically 

accessible to non-expert 

users. 
• The VULNIT methodology 

helps our customers to im-

plement a IT security im-

provement process.  
• The progressive prices 

make the VULNIT solution 

accessible to companies of 
any size and any industry. 

VULNIT, French leader in IT security testing software, brings a set of pro-

ducts and the methodology to help you to assess your risks and improve 
your IT security.  

Wide range of IT 

security issues: 
• Patch management 

on OS, DBMS, Web, 

applications, 
• Website dev (SQLi, 

XSS, RFI/LFI, etc), 
• DBMS (Oracle, SQL 

Server, MySQL...), 

• Network protocols 

(FTP, SNMP, SMTP, 
etc), 

• Windows file sha-

ring, 

• Wifi. 

3 products to match your business requirements 

Virtual appliance 

• Automatic 

• Multi-sites 

• Scalable 

USB key 

• Portable 

• Multi-users 

• Quick-win 

SaaS 

• Automatic 

• Out-facing  

security 
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Product specifications 
 

VULNIT Virtual Appliance 
The virtual appliance is provided as a 
OVF/OVA file which is natively compati-
ble with: 
- VMware ESX v4.0 or later, 
- Oracle VirtualBox v4.0 or later. 
It can also be imported in: 
- VMware server (using ovftool), 
- Citrix Xen (using XenConvert), 
- Microsoft Hyper-V (using Citrix Kensho 
utility). 
The virtual appliance requires: 
- RAM: 512 MB minimum (1 to 2 GB 
recommended), 
- Disk: 2 GB of storage, 
- Internet connection for updates. 

 

VULNIT USB Key 
The USB key is compatible with any 
desktop or laptop which is able to boot 
on a USB device. 
If not, check the Support section on our 
website. 

 

VULNIT SaaS 
The SaaS version of our software is 
accessible online, so a simple Intenet 
connection is required. 
Visit www.vulnit.com to subscribe. 

 

Free Trial 
Experience the value of VULNIT SaaS 

solution with a free trial. 
Visit www.vulnit.com 

 

VULNIT Partners 
VULNIT partners offer professional servi-

ces that range from installation to trai-
ning and methodological support.  
Contact us today to learn how VULNIT 

partners can help you. 

 
Learn more 
Visit www.vulnit.com, or email  
info@vulnit.com.  
We will answer you shortly. 
 
VULNIT demo: 

www.vulnit.com/demo 
 
VULNIT products: 

www.vulnit.com/products 
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Wide security coverage 
 

The tests performed by VULNIT ad-

dress the major concerns of your IT 

security: 

Patch management, on OS 
(Windows/Unix), databases, web 

servers and applications, 
Websites. SQL injection, Cross-Site 

Scripting (XSS), File Inclusion (LFI/
RFI) and authentication (by dictiona-

ry), as well as Full-Path Disclosure 

(FPD) and other information leacka-
ge, 

Databases. Authentication tests on 
5 flavors of technologies (SQL Ser-

ver, Oracle, MySQL, DB2 Unix/

Windows and PostgreSQL), 
File sharing. A dedicated console 

for Windows shares authentication 
testing, 

Remote access. Authentication 
tests on SSH and Telnet, 

Wifi. A dedicated wifi sniffing conso-

le (only available on the USB key), 
Simple network protocols. A set 

of tests on emailing (open mail re-
lay), SNMP (read/write communi-

ties), FTP (authenticated access), 

SSL (insufficient encryption), etc. 
 

Portable testing tool 
 

The VULNIT USB key provides a por-

table solution which can be used to 

get a quick-win point of view of your 
IT security. 

This solution requires no installation, 
either hardware or software. 

 

Automation 
 

The VULNIT virtual appliance can be 

deployed to multi-site environments 

using light agents. These agents are 
managed by the virtual appliance 

which consolidates their results. 
The testing tasks can be scheduled 

in order to automate your IT security 
supervision. 

Reporting 
 

The dashboards and reports show 

the vulnerabilities prioritized and 
classified, in order to provide IT ma-

nagement with the most efficient 
and accurate vision of the security 

controls in place. 

 

Exports 
 

VULNIT enables users to export the 

network inventories and the list of 

vulnerabilities which may be discove-
red by the tests.  
VULNIT offers multiple export for-

mats:  

• CSV (compatible with Microsoft 

Excel) for table formatting, follow-

up and charting, 
• PDF. This read-only format is 

stamped, so that the software use 

may be delegated to stakeholders, 
• MHT (compatible with Microsoft 

Word and Web editors). This re-

port format uses the same layout 

as the PDF report and can be mo-
dified using web editors. 


